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Califernia -= TFhe Cutuing Edge
ofi Privacy: Regulation

e California continues to be a trend-setter
IRl prIvacy and identity thefit law.

® A de facte national standard.

e CA has ofiten lbeen a first-adopter of new.
ty/pes ofi laws that are later passed: by,
other states, such as:

m Soclall Security numiber disclesure
m SEcuUrity breach notification
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The ChoeicePomt Incrdent

e Appears to e a watershed event in privacy.
regulation (andllitigation).

e ChoicePoint, Inc. — one ofi the largest brokers of
CONSUMEFK data.

e By establishing at least 50 fake business
accounts with ChoicePoint, criminals engagead
I a massive Identity theft scheme.

e ChoicePoint has identified at least 700
iIndividuals who have been I D theft victims or
attemptea victims.
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UJrJrr cIEdJ/ Jeclrm [at er )anclal recorads o
more than 163,000 consumers soid to
DOSSIDIE IAENtItY t 'me/e

m Notimication process driven py Callornia

S R 129/

JJJOO
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The Aftermath

e Sen. Dianne Eeinstein Itroduces a security
preach notification: law: inithe Senate that
parallels CA SB 1386 (S. 115).

e Attorneys General firom 38 states send! letters to

ChoeicePoint demanding notification of affected
CONSUMEFS.

e [February 2006 — ChoicePoint agrees to pay $1.0

millien fine, the largest civil penalty 1n the
ETC’s history.

m Alsomust create $5 million fund for “consumer
redress.”
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State' Legisiative Reaction

e As of Eebruary 2006, the National Conference
ofi State LLegislatures reports onstatus of state
security breach notification laws:

m 2006: 25 bills introduced! in 13 states.

m 2005: 27 laws enacted in 22 states, 70 more bills
Introduced.

e Current total -- 35 states have enacted some
form of breach notrfication law.

e Vlost are modeled after California’s SB 1386.
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iF ChoelcePoint

® A Sophnisticated approacn to privacy and

SECUrIty compliance IS nec ewar/ particularly.
Ior large companies that maintain datanases o

’W‘

PErsonal Infermation; PECAUSE:

n laentity tRIEVes are necoming Very.
SopnIsticatea

m [[NE potential aamages (Classiaction litigation,
SLOCK PrICE, reputation; EtC.) are enoKrmous.
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SECUrIty Brreacn Notiication LLaw,

» Cal. Civil Coede Section 1796.62.
® FIrst-ol-1tS-Kinal Calliornia SECUKILY PIreac
[eporting law, req IFINg that:
due

m aify/ PEFSONI O BUSINESS CONAUCEING BUSINESS 1N
Callormia

m MUSL FEport any Dreacn i SECUKILY.

m Fesulting 1n disclosure to an unautnorized

m Of Personall iniormation: inielectronic iorm.
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Personal Infermation

8, Section 1796.62 applies only to personal
Infermation of; dclJ [fornia reJJrlém [S.

® [DOES Not apply I data IS encryptead;
® Der

INed as:

UI

m EIrSt name: or fiEst mitial; and

m |_ast name; and

=g ex Soclal SegL Ity NUMBEN, AFIVEr’S lICENSE
NUMIGEK, or acecount AUMIBEr, Credit or denit
card NUMIBEK (vvJ 1 ACCESS COUE: OFF Password)).
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oCCUTiIly Bl
® G0ood Talth use o1 data By EMPIOYEES 10K
pbusiness purposes generally: is not a
SECUILY IDreacn.

U

5 Company. mlumorr/ dilected
ml \/JrJIJrIJD '; ree OerIJJ/ JeJ]eves
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» C Curnpe) MUSE dISClese the Breacn to
affiected Calirernia residents “In the most
EXpedient time: pessinie and Without

|
UNIFEasonanierc Ieley,“

(®
)
Lo

® Content o1 NOLICE: IS MOt S|
may PE IN WITtten oF electronic ioKm.
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RECOMMENCea Practices

» Calirornia Ofifice of Privacy Protection Issuea
FECOMMENGEQA! PIrACLICES dOCUMENTL 0Nn O '(er
0, 20035,

1
® 1

tp: [NV, PFIVACY.Ca.00V/FEcommenaations/
SECOIEacH. err
® Notification recommendea within 10 aays or
Ch.

— © Z
ﬁ
(1>
QD =

‘ﬂ—
CD

1L OIF 10SS| 01 Iapteps triggers notice.
OMMmEnNaded encryption: NIST s Advanced
f

® REL
ENCryption Standard.
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contracting ISSUes

k

® ODlIgation tor reEpPort SECUrIty DIrEaChnES

UNGEK VENAOor agreement

m [H3aS VENAOr agreeal to Security Inciaent
[EPOrting?

m Coordinating notimcation: proc
Call. CIv. Code Section 1798.62
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Notication Challenges
® [Vianaging &‘J&‘JJhJHE INQUIFIES Tirom
NOtICe recipIents
® PrrovIiading Infermation| regaraing Crec J g

DUreall Credit Checks and frauadialert

U

® SNOUIA you provide a creait mon]'tor]ng

Vice7

)
(9>
)

» Coordinating witn Iaw entorcement.
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ClasstAction IEawsunts

® ANy CUSTOMEN INjured by a violation oF
SEction 1796.62 may Bring a Civil action
LO FECOVEK 0amagEs.

®» An Invitation to class action lawsulits?

.
Sonnenschein.
SONNENSCHEIN NATH & ROSENTHAL LLP



Proposed AMendments

e A.B. 372 (Rep. Mary Salas, D) — \Would
allow: state Attorney General to'seek a
civil penalty payable to the state of U te
$2,500i per violation.

e A.B. 512 (Rep. Sally Lieber, D) — Would
addiunencrypted “private medical and
lealth care records™ to definition of
“personal Infermation,
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PrOPOSEd AMENGMENLS

® 5.5, 564 (Sen. Joe simitian;, D) — Would
JOWEIF the thiIresSNold Tor WREN government
rlgemr [ES mMay/ Utilize sunstitute notice.

\

Current co 'th fesnold of $250,000 woeuld
DE |OWErec J $1.00,000.

.
Sonnenschein.
SONNENSCHEIN NATH & ROSENTHAL LLP



T he T 20 J\/JOJ C Ommon

.
Sonnenschein.
SONNENSCHEIN NATH & ROSENTHAL LLP




1 Eanin g (0] Umrlé e JFJ Y our
[ e

m Can't llfJerJJ he DEN™ ONCceE a
notinication; et i sent

.
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[NTormation™ INVoIVea?
u 'ra.s d - SECUKITY Breach™ actually eceurred?

sation standards:

~
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m St Senanie PENET™ that Information
Nasi PEEN acquired Py an UNaUtNoKIzed Person
(Callfornia)?

m [S'there a “likelinooad of narm™ (Delaware)?
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INCIGENT RESPONASE LLegal ISSU
J Lej 1 ooJJce JJ(J Lo notity IS enly the
DEYINNING OI the analy/sis
m [HOW vvochJ LAIS INCI Jgn"r DE VIEWED DY/
C J:*"omers, PUBIIC and Press IT It came to
g
m \\/ne ‘5 10 E]fJ cation an etnical/corporate
citizensnip (as OSEd to legal)
OOJJJE m/
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2., =alling e =elow: Your:
INCIGENT RESPONSE Plan

e .

® |nithe neat or a Crisls, JfgrlfJJ ALIONS often
'forge't "Lha't 'they ACOPLEd a SECUKILY INCIAENt

=

® |T reg JJezorJ OIF PIAINTITIS INfa Classiaction

C Jarge'me /OIJ ACLEC I Unreasonanly, BEING anle
tnat you 1elliowed a reasonanile

SECUIKIS / nrJrJer [ESPONSE Plani IS a goeaiwWay Lo
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5. Fallure to Follow: Forensic
Procedulres

® € Ideal ouLcome — catchi
daNd FECOVEKING the data
Alfe Narmed.

® Fallure Lo 1eliow proper Computer
IOrensIC Proceaures may erase or spoll
ovidence.

i or e,<£emr~J florensic
\/anc
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(0 Coordinate VWitha
L AW, E TOrcement

'S appropriate to nouiry: 1aw.

S
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m National Infrastructure Protection Service

m Don"t use nali-nearteaiaw enforcement
[NVEStigation as aniexcuse to aelay notiication!
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5., Coordinate With Crediit
~EPOKrtNg AJencl es

® Consider notiying Creait reporting agencies
DETOKE SENAING| a NOLICE to CUSLOMEFS.

8 |1"a police report hes 0EEN rJJe 0, CUSTOMErS may/

ONe yee r) rlrr 2 JrlrJ/ I there r S 'oeem
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Othner Commoen Inclaent
=RESPONSE IVIIStak

0. Drarting a notiication Ietter In a
Manner that Inappropriately Concedes
WIFongaoing:

.
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Common Inciaent RESPONSE
Mistakes

/. Fallure to train Workiorce to spot and
FEPOIt a SECUrIty Breacn Immediately.
5. Fallure to Involve legal Counsel at the

earJJeS'z S'Ea(

-

AQ
SOk

L

.
Sonnenschein.
SONNENSCHEIN NATH & ROSENTHAL LLP



Common INCIGENL IRESPOMNSE
VIISTAKES
9. Fallure to require prompt SECUKIty.

DIEAChI netimication 1IN agreements Wit

10. Organize youl INCIAENt response team
[N adVance so that you re preparearto
Fesponal quickly.
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® ATIECTS any IndivViaual or nongovernmental

>)
NIty doing PUSINESS 1IN JchJroerl

_

NtENnAed to limit 1aer r/[
CONSUMEN: reporting rlger €S haﬁr. l
PErSenal Information; througn SSINS
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SSN Disclosure Law,

e Five prohibited uses off SSNs:
= May not publicly post or display an SSN

= May not print an SSN' en any. carad
required for aceess to products or
Services (Insurance cards, employee
Padges)

= Viay not reguire an individuallto transmit
SSN over Internet unless connection;Is
secure or SSN'Is encrypted

Sonnenschein.
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SSIN Discloesure; aw:

g

m [Viay not require an inadividual te use SSIN
L0 access wensite, unlessian additional
DASSWOKO OF Other autnentication device

Mmust also be used to access site.
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SSINI Disclosure Law

® [Viay not printan iaividual"s SSINfon any.
materi r1JJ that are mailed to i dJ jdividual,
Dw_te OIF Tederal law requires SSIN Lo ve
oy

ﬁxceO"rJorJ‘ Applications and 1eKms sent By mail;
fJ(JlJfJJrJU rlo(lm ents:

m SENt asipart o an application or enroliment
pro cesa
m [0 estanlish;, terminate or amenalaccount

m [0 confirm accuracy of SSIN

.
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OniNE PrIVaCy/ INGLICE - a\.

8 Assembly Bill 66, the Online Privacy Protection
ACt o1 2005

» Efiective July 1, 2004

® REQUIKES ani Operator o1 a commercial Wensite
OIf ONIINE SErVICE that gatners personally/
[dentimianie niormation” (HJJ)'EO o) f0)V/[o[<]
NOLICE OF Privacy PelICy SO that CONSUMEFS are
[NTEKMEa o1 potential diSclosure, Sale or sharing
oI INTormation

.
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Online Privacy INo

® Personally Identimianie Infermation™ IS
[NAIvidu J?IHy [dentitianie Information
collect:
. OnJ]ne
m| By anjoperator off a commercial wehsite
O OnliNg service

CD

m Viaintained In accessiple fiorm

.
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OniNE PrIVaCy/ INGLICE - a\.

kst and last name

Home or other address, Including street name and
NAMEe of CIty,

E-mall adaress
Telepnone nUuMmIer
Soclal Sec rJr/rJIJmoer
ARy I0ENTITIER PEFMItUING PRYSICal or enIiNe contact

ANy INnTormation rongemmj USErr maintainead in
COMBINation With GNe ol theSe IGENLITIERS

.
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Oniine Privacy INouce Law

® PrIVacy policy must e CONSPICUOUSIY,
p OStEAl and:

ldentiny categories or P11 coliected
th]rd parties with wnem: P11 may. 1o
Snared

na

QL)

(L

m| [DESCIIDE Process 1or Notiying consumers
Olf Material Canges to policy,

.
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OniNE PrIVaCy/ INGLICE - a\.

m |[if OPErrator malntalns a pPIrocess 1or
[NAIvIAual to revIew. rlml FEQUESL Changes
to P11 descrine that Process

m [dentity the eTrective adate of the policy,

.
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Oniine Privacy NOLICE LLaw

® “Conspicuously posted™ means:

m [lext of pelicy on hemepage or first
Significant page after entering wensite

U

icon link Lo PolICy N NoMEepage or: TSt
SIgNITICaNt page
m VIUSE INCIUAE the Worad “privacy ™

s Color must contrast with Backgrounalor
DE OLNERWISE @IStinguishainie

.
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Oniine Privacy INouce Law

® [ext link on NOMEPAJE OF TSt Signircant
PagE:

m [VIUSt INCIU@E the word “privacy

m [VIUST DE [N capital Ietters equal to or

ldrger than surreunding t

m | arger type than surrounaing text or In
contrasting type; font or color

.
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OniNE PrIVaCy/ INGLICE - a\.

Unctionaill NYPERINK that IS SO
d]soJayed Lnat a reasenanie persen wouid

(
P

S

N

(@
‘5‘_

(9>

Iﬂ:
— '—n

® ANy OLNEK reasomnanly acCessinle means oi
Making policy avallanle te USEr oiran
ONIINg SerVvice.
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Reasonanle Security Practices

e | the woerld of privacy regulation,
ISolated Incidents can have fiar-reaching

effects.

e A.B. 1950/was prompied by aniincident
Inwhich a 'V network: tsed a fille' cabinet

containing personal infermation of
network employees as a prop during
filming ofi a program.

Sonnenschein.
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REASONanIe SECUKILY Practices

® SIgneaiinto: law by(?overnorExﬁnNarzereg er
oni Sept. 29, 2004. Eiiec: \meJamLmuyfl,ZO)SJ
» Added Civil Code Section 1798.61.
® 5asICimandate IS talrly simpie
m A DUSINESS that owWns oK 1ICENSES PErSonal
[nformation abeut a California resident shaill

ﬁﬁ

n |mplement and maintain reasenanie SECUrILy.
PrOCEAUNES and PIractices
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m Appropriate to the nature oi the
Infermation

m [0 protect therpersonal Infermation; from
Unaut J OFIZed access, destruction, USe,

modification or disclosure.

.
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Personal Infermation

® Personal Information’™ means:
m an Individual’s first name or st mitial

1

m AND last name

m [N COMBINATION WI'TH one of the
feliowing, Winen eitner the name: or the otner:
data elements are Nt ENCrY/PLEA OF FEdacted:

.
m SOClall SecUrity NUMIEr
| sJ]ce Ase NUMPEr or CA laentification

.
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Personal Information

= ACCount nUMIEF, credit card numer , In
combination With any. reguired Security.
code, access code or passcode that would
PErmit access to a financiallaccount.

m Medical information.

® Does not Include information that 1S
publicly available through federal, state
oF local government records.

Sonnenschein.

SONNENSCHEIN NATH & ROSENTHAL LLP



=l

OWNRS oFr LIcenses Personal
Iniormation

[GES personal Inrormation that a PUSINEsS
AlNS as part or Internal CUStOMeEr account or
Ol PUKrpPo 395 ol transactions With Its cUStomers.

-

k‘\
c

® 1IN

Iﬁ

Iﬁ:
(1>
Lo

e b

® [DOES tnis INCluae HR data regaraing a
company:s employees?
m Not clear from statute

Q
Q_
U
(b
=
lem

m Should pronanly assume Its included

Urtner guidance

.
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Contracting Reguirement

e A business that discloses personal information
apout a California resident pursuant to a
contract withia nenaffiliated third party

e VIust reguire By contract that the party

Implement andl maintain reasonanle Seculrity.
procedures and practices

= Appropriate to nature of the infermation
= [0 protect the imformation from unauthoerized
Use or disclosure

Sonnenschein.
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contracting ReEqUIrement

Sur e purstant to

(U
Ui
Q)
>
-
U
(0

8 Only applies WNen disclo:
d CONtIFaCL.

U

8 [Viany common @ISCIOSUrES oif Ppersonal
[NTermation may: Be: permitteal vy law and are
EN@gaged Inwithout a contract.

> AB 1950/would not require that parties enter:
INte a contract Winen they aian t previousiy.

N 1ssued.

(9>
(1>

(_

o
>)

U1

® NO Sampie contract language nas o

.
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® A ProVvIiGer ol nealtn care; nea
plan or contractor regulat
Conriaentiality oir IViedica

|_ ‘._l.
(9>
=)
_l a2 "fj— (1 "
< ;
Lo
=
(1>

® A linancial Instiution regulagted under 'the
—inancial Codeor S.B5. 1.
» A HIPAA covered emt]ty

® AN entity sUubject to connidentiality’ provisions
o1 Venicle Code r egarrJJrJ QFIVEr S IICENSE INI0.

.
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DUSINESS that IS
'federaJ |V provi
I0Kr pPersenal Information.
 AB 1950/1S a gap-tiiler —Intenaeaito
COVEX DUSINESSES that are Net regulatead
UNAEK Industry-speciiic CA privacy. laws.

.
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8 AB 1950 complements SB 1566, CA"S Security
preacn notification law.

® Botn use same definition of personail
JrJIOffrJdEJOfJ (e< ep't "£'rJa"£ AB 1950/aaas

)

Q r n r QA n c ' e ACCAC
® Sb 1: 8) clréeal red AN INCENTIVE Tor PUSINESSEeS to
%10/0) | <

AOPL reasonanie security practices — AB 1950
Jmp OSES an afmirmative iegal onligation to de So.

.
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® \\Nnhat are reasonani
ANd Practices?

(D

SECUIKITY proceaures

-

® NOISPECITIC gUIC CUKItY prractices
— |eLS PUSINESSES exerc]se heJr OWnN
Judgment as torwnat 1Evel o

rlOOfOOFJE [E.
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o Contidentiality o [
(Civill C. 8 56 et Seg.)

® |nsuirance Intermation and Privacy Protection
Act (Ins. C. 8 791 et seq.)

® [FInancial Intormation Privacy Act (Fin. C. s

.
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OthEr Privacy  Laws

® [Viarketing Disclosure (“Shine the Lignt™)
L aw (Civil €. sl /% 55-.64)

J FeJeomomé Recor(l Pretexting’” (Penall C.

50)

W
Q\
Q 3

.
Sonnenschein.
SONNENSCHEIN NATH & ROSENTHAL LLP



California Constitution

e Alllpeople are hy nature firee and
Independent and have inalienanle rights.
Amoeng these are enjoying and defiending
life and liverty, acquiring, PeSsessing, and
Protecting property, and pursing and
ebtaining safety, happIness, and privacy.

-Article 1, Section 1 ofi the California
Constitution

Sonnenschein.
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m Outsourcing

[ ]
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0K TUFCNEX INTormMation; Contact:

<eece JJrJ
A I\

_I
FANFSCN@SONMNENSCAEIN.Com
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